
Spy Name Threat 
Level

Occurences Spy Type Definition

2nd-thought 5 2 Trojan 2nd-thought is an adware trojan that downloads and displays 
advertisements.

UkVideo 5 2 Trojan Ukvideo is a trojan that hijacks your modem and dials toll numbers 
without user awareness or permission, generally for porn sites without 
your knowledge or permission.

HotCanada 5 2 Trojan Hot Canada is a premium rate phone dialer that uses your modem to 
dial toll numbers in order to access paid pornographic web sites.

A-trojan 5 1 Trojan ATrojan is a remote access trojan that allows an attacker to gain 
unrestricted access to your computer whenever you are online.

Neoturk 5 1 Trojan Neoturk 1.2 is a remote access trojan that allows an attacker to gain 
unauthorized access to your computer whenever you are online.

Lzio 5 1 Trojan Lzio is a downloader trojan that is capable of downloading and 
installing adware to your computer.

Gator (GAIN) 1 8 Adware Gator (GAIN) is an adware program that targets users by surfing 
habits, then dynamically inserts ads into web pages visited.

SaveNow - 
WhenUSave

1 6 Adware WhenUSave is an adware program capable of displaying pop-up 
advertisements on your computer.

Comet Cursor 1 4 Adware Comet Cursor is a tool that changes your mouse cursor to match the 
web site visited.  Comet Cursor also tracks your visits to web sites that 
use its cursors, similar to an adware cookie.

Clocksync 1 4 Adware Clocksync is adware that may display advertisements on your 
computer.

Bargain Buddy 1 3 Adware Bargain Buddy delivers targeted pop-up advertisements to your 
computer based on key words you might enter while surfing the web.

ClientMan 1 3 Adware ClientMan is an adware program that hijacks search engine results, 
displays pop-up advertisements and adds yellow advertising links to 
web pages.

vx2 (Transponder) 1 3 Adware Transponder is an IE Browser Helper Object that monitors requested 
web pages and data entered into online forms, then delivers targeted 
advertisements.

CoolSavings 1 3 Adware CoolSavings Coupon Manger collects information on all user actions 
within coolsavings.com to supply to advertisers. CouponManager is 
exempt CoolSavings.com's TRUSTe privacy certificate.

Hotbar 1 3 Adware HotBar is a toolbar that monitors all URLs you visit and adds 
advertisers’ link buttons to its toolbar.

WebSearch Toolbar 1 3 Adware WebSearch Toolbar is an IE toolbar providing a search box and link 
buttons, as well as hijacking searches.

Bonzi Buddy 1 3 Adware BonziBuddy is an interactive, talking browsing companion. In the 
background, the program also tracks your Websurfing habits, delivers 
advertisements and frequently prompts users for personal information.

Virtumonde 1 3 Adware Virtumonde is adware that may display pop-up advertisements on your 
computer.

CWS-AboutBlank 1 2 Adware CWS-AboutBlank is a CoolWebSearch variant that may hijack Internet 
Explorer settings.

HotPleasure 1 2 Adware HotPleasure is a dialer that may hijack your modem and dial toll 
numbers in order to access paid pornographic Web sites.

ShopAtHomeSelect 1 2 Adware ShopAtHomeSelect is a Winsock 2 Layered Service Provider that 
redirects visits to merchant sites in order to take the affiliate fees from 
them automatically.



SearchToolbar 1 2 Adware Search Toolbar is an IE toolbar that may track your Web surfing 
activities.

Locators.com 
hijacker

1 2 Adware Locators.com hijacker is an Internet Explorer toolbar that has the ability 
to hijack Web searches.

Locators Toolbar 1 2 Adware Locators Toolbar is an Internet Explorer toolbar that has the ability to 
hijack Web searches.

NoCreditCard Dialer 1 2 Adware NoCreditCard Dialer hijacks your modem in order to dial toll nubers to 
access paid websites.

SubSearch 1 2 Adware Subsearch is a Browser Helper Object that has the ability to add 
sponsored links to popular search engines.

TvMedia 1 2 Adware TvMedia is a Browser Helper Object that has the ability to hijack your 
home page.

Riviera Gold Casino 1 2 Adware Riviera Gold Casino is an online gaming casino that is bundled with 
numerous free software programs.

iSpy Webcam 1 1 Adware iSpy Webcam is a monitoring tool that captures input from a webcam 
and broadcasts the images over the Internet.

IstBar 1 1 Adware ISTbar is a toolbar used for searching pornographic web sites that has 
been reported to display pornographic pop-ups and to hijack your 
homepage and Internet searches.

Alset HelpExpress 1 1 Adware Alset’s HelpExpress HXDL is an adware program that displays 
advertisements on your computer.

BrowserAid 1 1 Adware BrowserAid develops custom Internet browser Explorer toolbars that 
display pop-up advertisements, track your web surfing activities, and 
possibly collect personal information.

IpInsight 1 1 Adware IPInsight is a Browser Helper Object that monitors addresses entered 
into web forms in order to determine physical locations of IP 
addresses.

Alyon 1 1 Adware Alyon is an adware program that may display pop-up advertisements 
whenever you are online.

Apropos 1 1 Adware Apropos is adware that will display ads on your computer.
EUniverse 1 1 Adware eUniverse is an adware program that may track your Web surfing 

activities.
Begin2search 1 1 Adware Begin2search is an IE Toolbar that has the ability to hijack your Web 

searches, home page, and Internet Explorer settings.
Left.html Hijacker 1 1 Adware Left.html has the ability to hijack your Web searches, home page, and 

Internet Explorer settings.
CoolWebSearch 
(CWS)

1 1 Adware CoolWebSearch (CWS) has the ability to hijack your Web searches, 
home page, and Internet Explorer settings.

CouponsAndOffers 1 1 Adware CouponsAndOffers is adware that may display advertisements on your 
computer.

CWS iesprt 1 1 Adware CoolWebSearch iesprt may hijack Internet Explorer Search pages.

CWS_Hputi 1 1 Adware CWS_Hputi has the ability to hijack your Web searches, home page, 
and Internet Explorer settings.

Look2Me 1 1 Adware Look2Me is adware that displays popup ads on your computer.
CometCursor.com 
hijack

1 1 Adware CometCursor has the ability to hijack your Web searches, home page, 
and Internet Explorer settings.

nCase 1 1 Adware n-CASE is an adware program that delivers targeted pop-up 
advertisements to your computer.

Hiwire 1 1 Adware Hiwire is an adware program capable of displaying pop-up 
advertisements on your computer.

Instant Access 1 1 Adware Instant Access is a Premium Rate Dialer.
IgnKeys 1 1 Adware IGNKeys is a browser helper object that hijacks your homepage and 

Web searches.
LimeShop 1 1 Adware LimeShop is adware that has the ability to track purchases made 

through certain affiliated Web sites.
Diamond Deal 
Casino

1 1 Adware Diamond Deal Casino is an online gaming program that stealth-installs 
itself on your computer.



NaviSearch 1 1 Adware NaviSearch is an adware program capable of displaying pop-up 
advertisements on your computer.

Ezula iLookup 1 1 Adware eZula is an adware program that alters all pages viewed in Internet 
Explorer, adding extra links to words and phrases targeted by 
advertisers.

EBates Money 
Maker

1 1 Adware Ebates Moe Money Maker is an adware program that displays pop-up 
windows containing reminders of Ebates offers.

Searchbar Toolbar 1 1 Adware Searchbar Toolbar is an IE toolbar that hijacks searches.
Secure.html Hijacker 1 1 Adware Browser Hijack

TopFiveSearch 
Hijacker

1 1 Adware TopFiveSearch has the ability to hijack your Web searches, home 
page, and Internet Explorer settings.

KeenValue 1 1 Adware KeenValue is an adware program that collects personal information 
and delivers advertisements to your computer.

IGetNet 1 1 Adware IGetNet is a keyword-search service capable of hijacking your Web 
searches.

WildMedia 1 1 Adware WildMedia is adware that will display ads on your computer.
WOTCH 1 1 Adware WOTCH is adware that displays ads on your computer.
WebRebates 1 1 Adware Topmoxie WebRebates is adware that tracks purchases made through 

certain affiliate sites.
Websearch.com 
Hijacker

1 1 Adware Websearch.com has the ability to hijack your Web searches, home 
page, and Internet Explorer settings.

StatBlaster 1 1 Adware Stat Blaster is an adware program that may track your Web surfing 
activities.

iWon 1 1 Adware IWon is an Internet portal site that delivers targeted pop-up 
advertisements based on web surfing activities and other personal 
information.


